
Benefits

• Develop intelligence-driven alerting and  
blocklists based on data from ThreatConnect

• Enable your threat intelligence to work in  
real time by automatically blocking IPs and URLs 
in Palo Alto Networks next-generation firewalls

THREATCONNECT AND
PALO ALTO NETWORKS

ThreatConnect® and Palo Alto Networks® have established a partnership to 
deliver validated threat intelligence to Palo Alto Networks next-generation 
firewalls, enabling security operations (SOC) teams to proactively protect their 
network from today’s sophisticated attacks.

The joint solution ensures that customers can prioritize which threats are 
relevant to their organization. ThreatConnect threat intelligence provides the 
relevant context about the type and level of threat to Palo Alto Networks 
firewalls to automatically alert or block.

The ThreatConnect and Palo Alto Networks integration:

• Drives multi-sourced, normalized and correlated threat intelligence from 
the ThreatConnect platform into Palo Alto Networks next-generation 
firewalls

• Allows jobs in Palo Alto Networks to automatically alert or block based 
on the indicator’s threat rating in ThreatConnect

• Enables the ability to monitor and block the most relevant and malicious 
threats by validating the intelligence in ThreatConnect 
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Use Case #1

Example: Enable Smarter Defensive Decisions and Actions at Your 
Perimeter
Challenge: Monitoring and blocking bad intelligence generates 
many irrelevant alerts for the SOC to monitor and wastes valuable 
resources. 

Solution: ThreatConnect’s multi-source threat intelligence enables 
smarter defensive decisions and actions at the organization’s 
perimeter. SOC analysts can take validated intelligence from 
ThreatConnect and send the information to Palo Alto Networks 
next-generation firewalls for proper response. 

Use Case #2

Example: Deliver Relevant Context to Your Firewall
Challenge: Without the relevant context around an incident, 
SOC analysts cannot determine if a threat is truly malicious or an 
irrelevant alert. 

Solution: ThreatConnect’s platform automatically delivers relevant 
context to Palo Alto Networks firewalls, so organizations can be 
confident that the rules are set to trigger appropriate action based 
on the level of threat.  

About ThreatConnect
ThreatConnect unites cybersecurity people, processes and tech-
nologies behind a cohesive intelligence-driven defense. Built for 
security teams at all maturity levels, the ThreatConnect platform 
enables organizations to benefit from their collective knowledge 
and talents; develop security processes; and leverage their 
existing technologies to identify, protect and respond to threats 
in a measurable way. More than 1,200 companies and agencies 
worldwide use ThreatConnect to maximize the value of their 
security technology investments, combat the fragmentation of 
their security organizations, and enhance their infrastructure with 
relevant threat intelligence. To register for a free ThreatConnect 
account or learn more, visit: www.threatconnect.com.

About Palo Alto Networks
Palo Alto Networks is the next-generation security company,  
leading a new era in cybersecurity by safely enabling applica-
tions and preventing cyber breaches for tens of thousands of 
organizations worldwide. Built with an innovative approach and 
highly differentiated cyberthreat prevention capabilities, our 
game-changing security platform delivers security far superior to 
legacy or point products, safely enables daily business operations, 
and protects an organization’s most valuable assets. Find out more 
at www.paloaltonetworks.com
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