
Russian Threat Actor
Intelligence Dashboards

ThreatConnect, Inc. P: 1.800.965.2708  | F: +1.703.229.4489
3865 Wilson Blvd., Suite 550, Arlington, VA 22203 www.ThreatConnect.com



There are two example dashboards provided by ThreatConnect. The first specifically covers
Russian APT Groups. The second is an update dashboard previously detailed in this guide. For
each dashboard, the card details that populate the dashboard are provided along with an
example screenshot.

1) If you’ve never created a custom dashboard in ThreatConnect or need a fresher, start
with this tutorial.

2) Next, choose your Intel Sources (step 1), define your query (step 2), and choose a Chart
Type (step 3).

As a reminder, if you need additional assistance, please reach out to the ThreatConnect
Customer Service team and they will be happy to help you build out a dashboard.
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https://threatconnect.com/wp-content/uploads/ThreatConnect-Russia_Ukraine-Dashboards.pdf
https://training.threatconnect.com/courses/how-to-create-a-dashboard-video
https://training.threatconnect.com/courses/how-to-create-a-dashboard-video


Russian APT Groups Dashboard

ThreatConnect.com Copyright © 2022 ThreatConnect, Inc. 2



Card Build Information Card Screenshot

Title: APT28 Top 10  Tags
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: tag like "APT28"
Grouping: Top, 10, Tag
Chart Type: Tree Map

Title: APT28 Intelligence in Groups
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains
("APT28","Sofacy","Fancy Bear") or tag in
("APT28")
Grouping:
Chart Type: Advanced Pie Chart

Title: APT28 Strategic Intelligence
Display Type: Datatable
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains
("APT28","Sofacy","Fancy Bear") or tag in
("APT28")
Grouping:
Chart Type:

ThreatConnect.com Copyright © 2022 ThreatConnect, Inc. 3



Title: APT29 Top 10 Tags
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: tag like "APT29"
Grouping: Top, 10, Tag
Chart Type: Tree Map

Title: APT29 Intelligence in Groups
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains
("APT29","Cozy Bear","CozyCar") or tag in
("APT29")
Grouping:
Chart Type: Advanced Pie Chart

Title: APT29 Strategic Intelligence
Display Type: Datatable
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains
("APT29","Cozy Bear","CozyCar") or tag in
("APT29")
Grouping:
Chart Type:
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Card Build Information Card Screenshot

Title: FIN7 Top 10 Tags
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: tag like "FIN7"
Grouping: Top, 10, Tag
Chart Type: Tree Map

Title: FIN7 Intelligence in Groups
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains
("FIN7","Carbanak","Carbon Spider") or tag in
("FIN7")
Grouping:
Chart Type: Advanced Pie Chart

Title: FIN7 Strategic Intelligence
Display Type: Datatable
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains
("FIN7","Carbanak","Carbon Spider") or tag in
("FIN7")
Grouping:
Chart Type:
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Card Build Information Card Screenshot

Title: Energetic Bear Top 10 Tags
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: tag like "Energetic Bear"
Grouping: Top, 10, Tag
Chart Type: Tree Map

Title: Energetic Bear Intelligence in Groups
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains ("Energetic
Bear","Dragonfly","Anger Bear") or tag in
("Energetic Bear")
Grouping:
Chart Type: Advanced Pie Chart

Title: Energetic Bear Strategic Intelligence
Display Type: Datatable
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains ("Energetic
Bear","Dragonfly","Anger Bear") or tag in
("Energetic Bear")
Grouping:
Chart Type:
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Card Build Information Card Screenshot

Title: Turla Group Top 10 Tags
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: tag like "Turla"
Grouping: Top, 10, Tag
Chart Type: Tree Map

Title: Turla Group Intelligence in Groups
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains ("Turla
Group","Snake","Venomous Bear") or tag in
("Turla")
Grouping:
Chart Type: Advanced Pie Chart

Title: Turla Group Strategic Intelligence
Display Type: Datatable
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains ("Turla
Group","Snake","Venomous Bear") or tag in
("Turla")
Grouping:
Chart Type:
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Card Build Information Card Screenshot

Title: Sandworm Top 10 Tags
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: tag like "Sandworm"
Grouping: Top, 10, Tag
Chart Type: Tree Map

Title: Sandworm Intelligence in Groups
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains
("Sandworm","Hades","Voodoo Bear") or tag in
("Sandworm")
Grouping:
Chart Type: Advanced Pie Chart

Title: Sandworm Strategic Intelligence
Display Type: Datatable
Intelligence Sources: All
Query By: Groups
Advance Query: summary contains
("Sandworm","Hades","Voodoo Bear") or tag in
("Sandworm")
Grouping:
Chart Type:
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Russian-specific Threat Intelligence Dashboard
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Card Build Information Card Screenshot

Title: Top 10 Tags related to Russian Strategic
Intel - Last 30 Days
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: tag in
("Russia","Russian","Soviet Union") and
dateAdded >= "NOW() - 30 DAYS"
Grouping: Top, 10, Tag
Chart Type: Tree Map

Title: Russian Strategic Intel - Last 30 Days
Display Type: Datatable
Intelligence Sources: All
Query By: Groups
Advance Query: tag in
("Russia","Russian","Soviet Union") and
dateAdded >= "NOW() - 30 DAYS"
Grouping:
Chart Type:

Title: Russian Strategic Intel by Owner - Last 30
Days
Display Type: Chart
Intelligence Sources: All
Query By: summary contains
("Russia","Russian","Soviet Union") and
dateAdded >= "NOW() - 30 DAYS"
Advance Query:
Grouping: Owner Name
Chart Type: Horizontal Bar Chart
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Title: Tactical Intel Related to Russia - Last 30
Days
Display Type: Chart
Intelligence Sources: All
Query By: Indicators
Advance Query: tag in
("Russia","Russian","Soviet Union") and
dateAdded >= "NOW() - 30 DAYS"
Grouping:
Chart Type: Number Cards

Title: Tactical Intel Related to Russia - Last 30
Days
Display Type: Datatable
Intelligence Sources: All
Query By: Indicators
Advance Query: tag in
("Russia","Russian","Soviet Union") and
dateAdded >= "NOW() - 30 DAYS"
Grouping:
Chart Type:

Title: Tactical Intel Related to Russia by Owner -
Last 30 Days
Display Type: Chart
Intelligence Sources: All
Query By: Indicators
Advance Query: tag in
("Russia","Russian","Soviet Union") and
dateAdded >= "NOW() - 30 DAYS"
Grouping: Owner Name
Chart Type: Horizontal Bar Chart
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Title: Total High Threat Assessment Score IOCs -
Past 30 Days
Display Type: Chart
Intelligence Sources: All
Query By: Indicators
Advance Query: tag in ("Russia", "Ukraine",
"Wiper", "HermeticWiper", "Cyclops",
"Whispergate", "Conti") and threatAssessScore
>= 500 and dateAdded >= "NOW() - 30 DAYS"
Grouping:
Chart Type: Number Cards

Title: High Threat Assessment Score IOCs - Past
30 Days
Display Type: Datatable
Intelligence Sources: All
Query By: Indicators
Advance Query: tag in ("Russia", "Wiper",
"HermeticWiper", "Cyclops", "Whispergate",
"Conti","FoxBlade") and threatAssessScore >=
500 and dateAdded >= "NOW() - 30 DAYS"
Grouping:
Chart Type:

Title: Total CVEs Related to Russia
Display Type: Chart
Intelligence Sources: All
Query By: Groups
Advance Query: tag in ("Russia", "Russian") and
tag like "CVE%"
Grouping:
Chart Type: Number Cards
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Title: CVEs Related to Russia
Display Type: Datatable
Intelligence Sources: All
Query By: Groups
Advance Query: tag in ("Russia", "Russian") and
tag like "CVE%"
Grouping:
Chart Type:
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