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|[dentify, Analyze, and Respond
to Threats in Your Environment

ThreatConnect provides the ability to aggregate threat intelligence from multiple sources (i.e., open source,
commercial, communities, and internally created), analyze and track identified adversary infrastructure and
capabilities, and put that refined knowledge to work in Splunk, identifying threats targeting organizations. The
ThreatConnect® App for Splunk provides Splunk users the ability to leverage customizable threat intelligence
integrated into Splunk from their ThreatConnect accounts.

splunk>  App: ThreatConnect v

Dashboards v Threat Lookup v Reports v Threat indicators v

ThreatConnect Dashboard

Time Period Time Span

Last 30 Days o ‘ . 1 Day

2,263

Address Count (-30d)

280 =

Address Trend (1d)
y/\‘- N —

4 3«

Custom Indicators

indicator_type
ASN
2 CioR
3 Mutex
4 Registry Key
5 User Agent

Automate the Detection of
Advanced Threats in Your
Environment

@ Collect multi-source threat
intelligence (open source,
commercial, communities, internal
research)

@ Access insights on a threat’s
capability, infrastructure, and past
incidents
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Reduce False Positives
to Save Time

@ Leverage tailored, accurate, and
timely threat intelligence

@ Receive alerts on intel sourced from
ThreatConnect communities and
feeds matched against the logs and
other machine data from a network
within Splunk Enterprise
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Prioritize Events and Respond
to Threats as They Happen

@ Sort by threat rating and confidence
scores, relationships to known
threat types and adversary groups,
past incidents, and tags

@ Triage events with context to quickly
spot abnormal trends and patterns
and act on them efficiently
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The ThreatConnect® App for Splunk takes your aggregated logs from Splunk and combines them with your threat
intelligence in ThreatConnect. ThreatConnect provides context with the indicators, and enables your security team to easily spot
abnormal trends and patterns to be able to act on them efficiently. Tie your data and intelligence to Playbooks, ThreatConnect’s
orchestration capability, to automate nearly any cybersecurity task and respond to threats faster.
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v 20170815 15:22:29.792 (] #£02038660132  Address 66.23.241.206 Emerging 228 sophos:utmfirewall Reviewed | False Positive | Whitelist
Threat OSINT

Event

<30-2017:09:15-11:58:03 utm ulogd[4819]: id="2021" severity="info" sys="SecureNet" sub="packetfilter" name="Packet dropped (GEOIP)" action="drop" fwrule="60019" initf="eth0" srcmac="cc:4e:24:f1:b0:80" dstmac="d4:ae:52:c0:3e:df" srcip="203.86.69.132"
dstip="66.23.241.206" prota="6" length="40" tos="0x00" prec="0x0C" ttl="237" srcport="42920" dstport="722" tcpflags="S¥YN"
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Features and Benefits of ThreatConnect

@ Apply tailored, relevant threat @ Orchestrate security actions across @ Collect and share threat intelligence
intelligence to your existing your enterprise with Playbooks data from trusted communities
infrastructure @ Receive alerts to block cyber threats @ Built-in dashboards and reports to

@ Easily mark false positives and respond to incidents expedite time to value

@ Enrich and take action on your intel @ Correlate strategic and tactical threat
automatically intelligence with actionable machine-

readable data

ThreatConnect is available in the cloud, or as a dedicated
cloud or on-premises deployment. We offer an always-free
basic account. Visit for details,
and register for an account today.

The ThreatConnect App for Splunk is available
on splunkbase.com as a free download.
Search for .

About ThreatConnect®

ThreatConnect® arms organizations with a powerful defense against cyber threats and the confidence to make strategic business decisions. Built on the industry’s
only intelligence-driven, extensible security platform, ThreatConnect provides a suite of products designed to meet the threat intelligence aggregation, analysis and
automation needs of security teams at any maturity level. More than 1,600 companies and agencies worldwide deploy the ThreatConnect platform to fully integrate
their security technologies, teams, and processes with actionable threat intelligence resulting in reduced detection to response time and enhanced asset protection.
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