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ThreatConnect Risk Quantifier (RQ)

Modern Data and Al-powered Cyber Risk Quantification

Transform your cyber risk management program with ThreatConnect
RQ, the leading cyber risk quantification (CRQ) solution. RQ allows you to
identify and communicate cybersecurity risks in financial terms that are
most relevant to your organization, helping you make better business and
cyber risk decisions.
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RQ automates the generation of financial cyber risk reporting related to your business, cybersecurity initiatives, and security
controls. RQ uses historical breach data and threat intelligence upfront to save months of data collection and remove the
inefficient burden of continuous manual data collection and updates. You get an immediate start using Al-powered risk modeling
and can edit or tune models over time instead of creating your own. Automated outputs provide defensible, financially quantified
risks with recommended mitigations prioritized by financial risk reduction.

RQ improves communication and collaboration with executives and directors by changing cyber risk conversations from technically
focused to business-aligned. Discussions are held in the language your business understands - monetary.
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RQ makes cyber risk quantification faster,

highly efficient, and more effective.

RQ Brings the Data for Faster
Time-to-Value

RQ reduces the burden of collecting the data necessary to
perform risk quantification by bringing an extensive, up-to-
date industry data set from public, private, and proprietary
sources, leaving you responsible for just the inputs about
your business.

Flexible Risk Quantification
Approaches

Regardless of where you are on your cyber risk
quantification journey, RQ meets you where you are

with support for FAIR, Semi-Automated FAIR, Al-powered
quantification, and custom modeling approaches. A
sandbox environment lets you quickly model and show the
impact of budget changes or new business initiatives on
your security controls and risk mitigation options before
making decisions.

Address Top Cyber Risk Questions

RQ makes it faster and easier to answer questions about
materiality for publicly traded companies in the U.S. and the
optimal coverage level for enterprises’ cyber insurance.

Automated Recommendations Based
on Industry Standards

RQ leverages multiple frameworks that security teams use
to measure their efforts against industry standards. RQ
natively supports security frameworks like NIST CSF, ISO
27001, CIS Top 20 out of the box and can accommodate
organization-specific hybrid frameworks.

ThreatConnect.com
3865 Wilson Blvd., Suite 550
Arlington, VA 22203

Analyze CVEs Prioritized by Financial
Impact and Risk

RQreduces the friction between security operations, IT,
and the business by identifying the most critical CVEs
based on the financial risk to the organization.

Get a Holistic Enterprise View
Report on an aggregated view of cyber risk and financial
impact across multiple legal entities and applications.

Quantified Risks Helps Maximizes
Collaboration to Make Better
Decisions

CISOs and risk managers can better communicate
inherent and residual risk across multiple applications
and understand how they are affected when new
controls are deployed. Make better risk-informed
decisions by showing the optimal way to reduce the
residual risk of new applications and changes to existing
ones.

Grows with Your Cyber Risk
Management Program

RQ supports your cyber risk management program

as it grows and matures. RQ Impacts helps answer
critical cyber risk questions about materiality and
cyber insurance coverage with minimal effort. RQ
Professional accommodates single businesses with
multiple applications. RQ Entreprise scales to support
environments with multiple legal entities and hundreds
of applications.
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Recommendations

Recommendations are for the latest analysis - March 1, 2024 10:12 AM. All losses below are RQ-Annualized Loss Expectancies (RQ-ALE).

Top 5 enterprise controls reduction by financial values

Control reduction by financial values

Identify - Asset Management (Level 2.

Protect - Identity Management, Authe.

Protect - Protective Technology (Lev.

Identiy - Asset Management (Level 3.

Protect - Data Security (Level 3.0 -> Leveld.0)
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Attack

Filterby: | Data Breach

What should I do first?

Identify

Mature Identify: Asset Management

Protect

Mature Protect: Data Security

Protect

Mature Protect: Identity Management, Authentication and

Access Control

Protect

How?

Improve capabilities from Level 2.

Technical Control

Planned and Tracked

Controlis requirements-driven but not standardized
across the entire organization

ToLevel 3

Technical Control

Well Defined

Control s standardized enterprise-wide and el
defined

Reduce technical risk (on average) by

Where do | start?

Applications Reduction (ALE)  Change in P(S)
Cistomer -s921.2K -a52%
Management

Mature Protect: Protective Technology
There are 23 evidences included

Detect If you want to see alist of the current evidences click

Mature Detect: Detection Processes

There are 36 evidences included
If you want to see alist of the current evidences click

‘There are 59 evidences in total
If you want to s

ailed comparison between

View Current Evidences’ View Current Evidences’ evidences click "View Evidence Details"

View Current Evidences ‘ ‘ View Current Evidences ‘ ‘ View Evidence Details

We are using RQ to standardize how we measure and communicate
risk across the organization. This will create a watershed moment for
the company that has traditionally been very old school.”

\/P of Technical Risk, Global Fortune 100 Healthcare Organization

Reach out today to learn how ThreatConnect RQ Impacts will enable you to quickly
answer your company’s critical cyber risk questions.

Visit threatconnect.com/risk-quantifier to learn more, or take a tour of RQ Impacts at
threatconnect.com/RQ-tour.
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ThreatConnect enables threat intelligence operations, security operations, and cyber risk management teams to work
together for more effective, efficient, and collaborative cyber defense and protection. With ThreatConnect, organizations

infuse ML and Al-powered threat intel and cyber risk quantification into their work, allowing them to orchestrate and

automate processes to get the necessary insights and respond faster and more confidently than ever before. Over 200
enterprises and thousands of security professionals rely on ThreatConnect every day to protect their organizations’ most
critical assets. Learn more at www.threatconnect.com.




