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ThreatConnect
Risk Quantifier (RQ) Impacts

RQ Impacts enables enterprises to answer key cyber risk questions

Quick, Defensible Risk Quantification for Critical
Cyber Risk Challenges

Enterprises are dealing with critical cyber risk challenges that, left unanswered, could
have severe repercussions.

+ Publicly traded companies in the U.S. are required to comply with the SEC cybersecurity rules,
which require notification of a material cyber event within four business days. Businesses must
be prepared and know what constitutes materiality in quantifiable financial terms before an
incident occurs.

+ Every enterprise using or considering cyber insurance needs to know the optimal amount to
carry. Getting it wrong leaves enterprises exposed when an incident occurs, and paying too
much leaves money on the table that could be used to improve cyber resilience.

+ Acommon question CISOs get is “How do we compare to our peers?”

ThreatConnect RQ Impacts is the solution to these challenges. RQ Impacts makes it
easy to help answer the question of materiality for your business and determine the
appropriate amount of cyber insurance. You don't need to be a cyber risk expert to use
RQ Impacts. With just a few pieces of data about your business, RQ Impacts’ Al-powered
cyber risk analytics will give you quantified cyber risk results.
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Dashboard

Data inputs will be compared with peer analytics for insights and benchmarking.

‘Company Impact

Provided company data ~

Company Name

Financial Impacts

Industry
Health Care and Social Assistance

Revenue
$18

Data Records
100,000 Pl

Loss details based on attack type

RQ-SLE (RQ Single Loss Expectancy)

Financial impact for each attack type

Attack Type

Detalled losses for each type of attack, providing insights into both frequency and estimated financial impact

Data Breach DDoS Ransomware

) Legal

Expenses related to legal

$1.5M

Remediation

Costs associated with

(0]

Analyze different loss values ()

Loss Level Values w

Financial Imp.

Determined attack type with most impact

2 Estimated Loss

the of

© Most Frequent

the annual likelihood of

financial impact you would occur to
different types of cyber attacks.
This number is not time bound but
represents the total impact that you
would face. The median value
selected is where 1/2 the losses are
lower than what RQ is showing and
1/2 the losses are higher than RQ is
showing.

Ransomware $18.7M
Data Breach $7.90M
DDoS $41M

$2m [ Per Record Flat Fees $3.4M  © Most Frequent

Costs associated with

occurrence based on the chosen
industry and revenue size. This
allows you to see how often -
without taking into account your
defensive posture- an attack of this
magnitude could appear in your
organization.

Ransomware 1 every 5years
Data Breach 1 every 3 years
DDoS 1 every 10 years

7 Estimated Loss

th of

Frequency, in risk
indicates how often a specific

financial impact you would occur

expenses. mitigating or resolving a notification, PR, and other
P ‘gating 9 R event, like a cyber attack, is to different types of cyber attacks.
security incident. non-categorized losses. ,
expected to occur within a given This number is not time bound but
timeframe, aiding in risk represents the total impact that
Settiement 1M prioritization and mitigation you would face. The median value

selected is where 1/2 the losses
are lower than what RQ is showing
and 1/2 the losses are higher than
RQis showing

$§7.9M

planning.
Payout to the plaintiff that
covers agreed costs
associated with a cyber
incident

1 every 3 years

Peer Analytics

Explore insights by comparing your data with our curated dataset. We assess your performance against industry standards, using the maximum loss as a key metric for precise benchmarking.

Compare by Loss  Compare by Revenue

Company Revenue Industry Loss Type Company RQ Computed Delta Data Employee Attack
Name Loss Loss Records Count Date

Peer 1 $6.7B Health Care and Social Assistance ~ Settlement, Legal, Per Record Flat Fees ~ $16.2M $187M -$2.5M 13,500,000 30,155 07/17/2015
Peer 2 $268M Health Care and Social Assistance ~ Settlement, Per Record Flat Fees $18M $187M -8668.5K 4,427,194 1,250 03/04/2016
Peer 3 $17.38 Health Care and Social Assistance ~ Ransom $20M $187M $1.3M 0 67,145 -

@ Disclaimer: The data displayed below shows a calculation with a pre-defined assumption with NIST CSF at level 1 and Residual Risk with controls at level 3.

Long - Term Recommendations

Long-term recommendations based on controls are strategic suggestions for maintaining and enhancing security measures and risk management practices over an extended period. These recommendations aim to
ensure sustained protection and resilience against potential threats and vulnerabilities.

Improve capabilities from Level 1

Technical Control
Performed

Informally

Control is performed inconsistently and

without a standardized structure.

There are 14 evidences included

To Level 3

Technical Control

Well Defined

Control is standardized enterprise-
wide and well-defined

There are 36 evidences included

~ Annual Loss Expectancy Reduction

Annual Loss Expectancy (ALE) is a
caloulation that estimates the
anticipated financial loss an

& Probability of Success Reduction

Probability of Success Reduction
pertains to the pracess of diminishing
the likelihood of achieving success in

might ina
year due to recurring or one-time
«events, such as cyberattacks,
accidents, or other adverse incidents.
Itis a critical metric for risk
assessment and helps in planning risk
mitigation strategies.

-$511.3K
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ag deavor. It involves
implementing strategies and actions
aimed at reducing the chances of
favorable outcomes. It is important to
acknowledge that this simulation is
based on pre-defined data, and actual
results may vary depending on the
inputs and real-world factors.

-18.41%

Important

The provided data is pre-defined for
simulation purposes and may not
reflect real-world conditions. For more
accurate and enhanced results, we
encourage you to consider upgrading
to our RQ PRO or RQ Enterprise
versions, where our dedicated Risk
Engine can tailor the data and analysis
to your specific needs and provide
more comprehensive insights

Learn more about us

Ina single, concise view, RQ
Impacts provides:

Interactive exploration of different
Loss Level Values

Estimated Loss and Most Frequent
Threats for your industry

Loss Details based on the type of
attack

Peer comparisons by loss and
frequency

Strategic risk-mitigation
recommendations

Reach out today to learn how
ThreatConnect RQ Impacts will
enable you to quickly answer
your company’s critical cyber risk
questions.

Visit threatconnect.com/
risk-quantifier to learn more,

or take a tour of RQ Impacts at
threatconnect.com/RQ-tour.

ThreatConnect.com

ThreatConnect enables threat intelligence operations, security operations, and cyber risk management teams to work
together for more effective, efficient, and collaborative cyber defense and protection. With ThreatConnect, organizations

infuse ML and Al-powered threat intel and cyber risk quantification into their work, allowing them to orchestrate and
automate processes to get the necessary insights and respond faster and more confidently than ever before. Over 200
enterprises and thousands of security professionals rely on ThreatConnect every day to protect their organizations’ most
critical assets. Learn more at www.threatconnect.com.

3865 Wilson Blvd.,
Suite 550
Arlington, VA 22203

sales@threatconnect.com
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