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Even senior analysts get “IP déjà vu” – Why does something look so familiar, did I see it 
before? Is it critical that I remember or a distraction?

Sometimes the difference between junior and senior analysts is their intuition, other 
times it is their long term and short-term memory.  Over time, analysts’ memory 
capacity for certain data types optimizes.  Polarity enables this superpower for even 
the most junior analysts and amplifies it for the senior ones.

Challenge

With no action from the user, Polarity eliminates IP déjà vu with its telemetry data 
feature.  

Whether it is an IP or any other investigation artifact, Polarity can inform an analyst the 
first time they saw something, where they saw it, how many times they have seen it, 
and who else on their team has looked at the same thing.

Feature/Use: Analyst Telemetry Integration
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Where to start searching?  Data and systems within an organization continuously 
change making it difficult to know where to search or if a search is even worth the 
effort and time required.  It is traditional when onboarding a new team member to train 
them on how and where to find data.  Polarity makes this type of discovery natural and 
part of daily work.

When a user searches in Polarity, Polarity federates out that search to all the relevant 
sources and provides three levels of information.

1. Summary View on all the results 2. Detailed View on any specific result

Polarity makes this type of discovery 
natural and part of daily work.

Challenge

Feature/Use: Federated Search
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3. Summary View on all the results 4. In one view, users can see all the
places there have been results over time
across their whole team:

Feature/Use: Federated Search
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It is often difficult to know what sources are the most valuable or overlap with a team’s 
workflow because data is often spread across different systems and changes over 
time.

Polarity’s analyst telemetry enables teams and leadership with a data driven approach 
to identify the most valuable sources used across the team.

Challenge

Feature/Use: Analyst Telemetry Search Metrics
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Even when an analyst knows where to search, they might not know the proper search 
syntax.  Polarity gives even the most junior analysts access to the results of complex 
searches.  Without Polarity this is often attempted using dashboards or saved queries. 
Inevitably this approach results in too many dashboards and analysts forget or are too 
busy to search them all. 

With Polarity’s integration framework, even the most complex queries are available 
automatically or at the push of a button reducing friction and enabling consistent 
information across the entire team and across all workflows. 

Challenge

Feature/Use: Democratization of Complex Queries

www.threatconnect.com      sales@threatconnect.com     +1(800)9652708



Page | 7

Senior analysts often take notes in physical form or on a file on their desktop.  
Although their notes are often tactical, they are extremely valuable to both the analyst 
who took them and the team they are collaborating with.

Polarity amplifies the power of analyst notes by disseminating them to the right team 
members at the right time, no matter what tools they are using.  Even the most junior 
analyst, day one on the job, can know when they are looking at something important.  

Challenge

Feature/Use: Notes Across All Team Members and Workflows
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In cyber and national defense, we often get stuck in training mode but true learning 
happens on the job.  Polarity creates opportunities for discovery and learning on top of 
any workflow.

Beyond learning from co-workers’ notes and links to relevant resources, Polarity 
supports video and other content embedded right in the overlay window.  This provides 
a fast path to shortcuts, documentation, and educational resources.

Challenge

Feature/Use: Portable Learning Content
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During a crisis, you never know what tools you will be using or where your work will 
take you.  Polarity’s Focus Mode feature lets team members tell Polarity a specific area 
of the screen to analyze and then triggers searches and actions from there.

Gives analysts the power of Polarity’s real time optical character recognition with 
control over where and when it is run.  Maybe it’s a specific operational vm/shell or 
maybe it is a foreign social media website.

Challenge

Feature/Use: Polarity Focus Mode
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Sometimes the artifact is right in front of you but it is not easy to spot.  Analysts don’t 
always know when or what to look up so augmenting by bringing the data to them up-
levels anyone analyzing data.

Polarity uses software-based augmented reality techniques to highlight data in any 
application.  This enriches any user experience with data they care about or insights 
that are critical to the mission.  Even the most junior or fatigued analyst will have a 
hard time missing the important information.

Challenge

Feature/Use: Polarity Highlights
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Traditional entity extraction or natural language processing is not flexible enough for 
real work.  There is always an artifact or indicator that does not fit the mold.  Polarity 
support recognition of any string.

Although Polarity supports adding custom entity types with a regular expression, 
Polarity goes beyond that and can actually recognize any string with proprietary entity 
recognition techniques.  Whether that is a string of bytes, a name in a foreign language, 
or a malware signature, Polarity can recognize it when it matters.

Challenge

Feature/Use: Entity Extraction
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It is sometimes difficult to understand the difference between senior and junior analyst 
workflows.  What causes some analysts to have different results than others.

Polarity’s analyst telemetry enables teams and leadership to understand the different 
tools and workflows used across different members of a team.  Leadership can get a 
qualitative answer to what are the most common tools used by the team, where does 
the team spend most of their time, and what are common/uncommon workflows 
between tools.

Challenge

Feature/Use: Analyst Tool Telemetry
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The threshold of friction that users are willing to put up with is low.  Add to that a 
critical mission and you will have a very difficult time getting an analyst to adopt a new 
tool or workflow.  Polarity does not work against an analyst’s workflow.  Polarity works 
on top of it with only a couple easy key strokes.

With less than an hour of instruction and a couple shortcut key sequences, analysts 
will never work the same way again.  Polarity reduces friction for analysts and 
operators to search, take notes, or take action.

Challenge

Feature/Use: Simple Short-Cut Keys
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