I

The Fastest Triage &
Action Possible

Teams have too many places to search
and not enough time. Polarity up-levels
analysts by enabling them to triage data
faster and take action with less mistakes
using augmented reality.
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Challenge

Even senior analysts get “IP déja vu” — Why does something look so familiar, did | see it
before? Is it critical that | remember or a distraction?

Sometimes the difference between junior and senior analysts is their intuition, other
times it is their long term and short-term memory. Over time, analysts’ memory
capacity for certain data types optimizes. Polarity enables this superpower for even
the most junior analysts and amplifies it for the senior ones.

Feature/Use: Analyst Telemetry Integration

With no action from the user, Polarity eliminates IP déja vu with its telemetry data
feature.

TEL 193 lookups, first seen 9 months ago by you in Mitigate Microsoft
Exchange Server Vulnerabilities | CISA - Google Chrome, last seen a month
ago

Whether it is an IP or any other investigation artifact, Polarity can inform an analyst the
first time they saw something, where they saw it, how many times they have seen it,
and who else on their team has looked at the same thing.

Lookups over Time < Lookups by User o
” B # of Lookups B clice MM mallory
30
20
10 ’ l
0 I I !I I
& o 9 A N O 0 o N
OF I N N O O 05 KN KN o N
FEFFFSSF S E S
I T L e e e A @ Summa
PP P PP P i o e
First Seen: 9 months ago [03/03/2021 18:00:00]
First Seen Window Title: Mitigate Microsoft Exchange S

erver Vulnerabilities | CISA - Google Chrome

Last Seen: a month ago [11/01/2021 09:56:15]

Last Seen Window Title: Mitigate Microsoft Exchange S
erver Vulnerabilities | CISA - Google Chrome

& First and Last Seen By

Username: alice
Full Name: Alice Analyst
Email: alice@polarity.io &

www.threatconnect.com sales@threatconnect.com +1(800)9652708
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Challenge

Where to start searching? Data and systems within an organization continuously
change making it difficult to know where to search or if a search is even worth the
effort and time required. It is traditional when onboarding a new team member to train
them on how and where to find data. Polarity makes this type of discovery natural and
part of daily work.

Feature/Use: Federated Search

When a user searches in Polarity, Polarity federates out that search to all the relevant
sources and provides three levels of information.

1. Summary View on all the results 2. Detailed View on any specific result

APT34 Q + i & X

Annotations  §ETCLTRZNGTTE  Linkedin YARA Finder

Google Drive  Blogs  Google

APT34 Q = X

AKA OilRig

ExF 9 possible public exploits JIRREREESTICE SB 35 binaries

YF 8 possible yara signatures GDR  QilRig-APT34-infographic.png

GDR  Relationship-between-DNS-Hijacking-files-and-OQilRig--APT34-
infrastructure.png

GDR  OilRig GDR  CABLE_9854043 blog 561 posts
G Total Results: 912000 ast modilied by Pini

Polarity makes this type of discovery
natural and part of daily work.
et
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Feature/Use: Federated Search

3. Summary View on all the results

APT34 Q + 21 X
Annotations YARA Finder
Google Drive Blogs  Google
T View search of 15 W

¥ Result #1 from www fireeye.com
MNew Targeted Attack in the Middle East by APT34, a Suspected .. &2

APFT34 uses a mix of public and non-public tools, often conducting spear
phishing aperations using compromised accounts, sometimes coupled
with social ..,

¥ Result #2 from www. fireeye.com
Hard Pass: Dedining APT34's Invite to Join Their Professional .. &

AFT34 is an Iran-nexus cluster of cyber espionage activity that has been
active since at least 2014. They use a mix of public and non-public tools
1o ..

¥ Result #3 from threatpost.com
Iram-Linked APT34 Invites Victims to LinkedIn for Fresh Malware .. &

Jul 19, 2019 ... APT34, ak.a. QilRig or Greenbug. specializes in cyber-
espionage activity, and 15 known for attacks targeting a vanety of
arganizations ...

¥ Result #4 from www.darkreading.com
APT34 Toolset. Victim Data Leaked via Telegram &

Apr 19, 2019 ... Hacking tools. victim data. and identities of the elite
Iranian hacker group APT34, also known as OilRig and Helix Kitten, have
been leaked ...

¥ Result #5 from threatpost.com
Iran-Backed APTs Collaborate on 3-Year "Fox Kitten' Global Spy ... &

Feb 18, 2020 .. The APT34 connection stems from the fact that part of the
attack infrastructure used by the group in previous campaigns has been
reused for Fox .

www.threatconnect.com

sales@threatconnect.com

4. In one view, users can see all the
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places there have been results over time

across their whole team:

Search Results by Data Sources

P Hits [ Misses

blogs
crunchbase
exploit_finder
github
google
google_drive
linkedin
mongodb
msrc
sandbox
servicenow
sharepoint
sophos_community
splunk
splunkdocs
stackoverflow
twitter
us_cert
yara_finder
youtube
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+1(800)9652708
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Challenge

It is often difficult to know what sources are the most valuable or overlap with a team'’s
workflow because data is often spread across different systems and changes over
time.

Feature/Use: Analyst

Polarity’s analyst telemetry enables teams and leadership with a data driven approach
to identify the most valuable sources used across the team.

Analyst Telemetry
Helps angwer which integrations had results.

Sedect the time User Average Time To Search Manually  Awerage Annual Compensation in

fused for Rol Calculation) USD (used for Rol Calculation)
Al time - &l

15 00000

Search Results By Data Source

www.threatconnect.com sales@threatconnect.com +1(800)9652708
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Challenge

Even when an analyst knows where to search, they might not know the proper search
syntax. Polarity gives even the most junior analysts access to the results of complex
searches. Without Polarity this is often attempted using dashboards or saved queries.
Inevitably this approach results in too many dashboards and analysts forget or are too
busy to search them all.

Feature/Use: Democratization of Complex Queries

With Polarity’s integration framework, even the most complex queries are available
automatically or at the push of a button reducing friction and enabling consistent
information across the entire team and across all workflows.

SPLNK Results: 2 J SPLNK bluecoat_events | SPLNK Victor | SPLNK Vincent

Splunk

Run Search in Splunk (2

Fields _source Table JSON

estination: 185.250.151.72
Jomain: fjois.com

Protocol: HTTPS

Jser: Victor

Extracted source: 192.168.2.44
Host: bluecoat_proxy

ndex: bluecoat_events

Fields _source Table JSON

Destination: 185.250.151.72
Domain: fjois.com

Protocol: HTTPS

Jser: Vincent

Extracted source: 192.168.2.33
Host: bluecoat_proxy

ndex: bluecoat_events

www.threatconnect.com sales@threatconnect.com +1(800)9652708



Challenge

Senior analysts often take notes in physical form or on a file on their desktop.
Although their notes are often tactical, they are extremely valuable to both the analyst
who took them and the team they are collaborating with.

Feature/Use: Notes Across All Team Members and Workflows

Polarity amplifies the power of analyst notes by disseminating them to the right team
members at the right time, no matter what tools they are using. Even the most junior
analyst, day one on the job, can know when they are looking at something important.

Annotate Import Annotations (CSV)

Entities *

103.228.53.155 ~

Annotations * (case sensitive)

TOR exit node being used by APT34,
If you are reading this, please call me at 555-555-5555

Channels *
v
103.228.53.155 Q -l X

#Investigation_42

TOR exit node being used by APT34,
If you are reading this, please call me at 555-555-5555

MM Petaling Jaya, Selangor (Malaysia) MM [AS55720] ASGigabit Hosting Sdn Bhd

GN Country: Malaysia ] GN Org: Gigabit Hosting Sdn Bhd
SN S LGRS e SR R TRy AVOTX 50 pulses  AVOTX tsec

AVOTXtpot19 AVOTXhoneypot AVOTXla-safe.org AVOTXTOR
AVOTX +1tags G Total Results:49 VT6 /90 VTMalicious RFSuspicious
RFRisk Score: 45 RFRules: 9/64 DIG ns1.thegigadns.com.

DIG hostmaster.thegigadns.com. JEgRN RV BN

RIQ GIGABIT-MY Gigabit Hosting Sdn Bhd RIQ ASN: 55720 RIQ REP Count: 10

XFRisk: 8.6 XFMalaysia JNALLY N NETS oTlel1]

PT Resolutions: 0, Articles: 0, Certs: 0, Hashes: 0, Host Pairs: 0, Projects: 0, Trackers: 0,
Components: 1

www.threatconnect.com sales@threatconnect.com +1(800)9652708
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Junior (and sometimes senior) analysts make faulty assumptions that are never
caught by other team members. When incorrect notes are taken in Polarity, faulty
assumptions are easier to spot.

Feature/Use:

Mistakes are inevitable, because Polarity works across all tools, faulty assumptions are
easy to spot when team members come across them or are reviewing work. Polarity
has built in upvoting, downvoting, and commenting:

A~ ¢ 0 — 0O X
l C&C Server
172.217.2.110 5 minutes ago by alice
Q0 O1
| C&C Server
0 alice

Actually, this is a Google IP and often Malware will use it to test
internet connectivity.

® Add comment

www.threatconnect.com sales@threatconnect.com +1(800)9652708



Challenge

In cyber and national defense, we often get stuck in training mode but true learning
happens on the job. Polarity creates opportunities for discovery and learning on top of
any workflow.

Feature/Use: Portable Learning Content

Beyond learning from co-workers’ notes and links to relevant resources, Polarity
supports video and other content embedded right in the overlay window. This provides
a fast path to shortcuts, documentation, and educational resources.

CVE-2020-0601

Display 25 of 169 results.

CVE-2020-0601 Q 8 Pages
I 86 - Ente B 5 LEE
ArtackerKE Topic Search  CVE Search !r pl i-;zf 5 Flashpoint  Linkedin AU 02 e i as
- : = Polarity Ser A n Cen
Mandiant Threat Intell e EEULLLLE  US-CERT  X-Force Exchange s s gy o
 Mandiant Threat inteligence Jif sandbox g : skl
YARA Finder Google YouTube Blogs Polarnty Server 4.1.0, Web Il on Cen
Polarity Server e 4 ] e e
Analyst Telemetry Ul - Enterprise >earc )
PX 4.2.0 Test P
ubleshooting Polarity Client
ily 2021 Inte lates
= ] AN i : . i 3 5 Vrite
CVE-2020-0601 aka Curveball: A techni... il 2
f Mimio De ent &L 5
| Polar allatio
B Test Plan CentOS <X> Template
i | P lan
| - :
i - i Ena AT emc
Dis ing e
e g A
VE- -0601 ;
& \ “ustome
fr"'Mrl\lJ‘ - A 1
il # Attachments
\ a D at
3 Enterprise if
r Splunk Q
P o) ooo/1000 B © Youlube .3
; | Default path of forwarder: fopt/splunkforwarder/bin
} Start on Boot: $sudo /splunk enable boot-start
l Accept LicenceSsudo J/splunk start --accept-license
E Add Monitor: $sudo ssplunk add montor [path to logs)
Add Forw {sudo Jsplunk add forward-server 192.168.2 8:9597 -auth
[usermname]:|password]

+ 2 more annotations

nmap Q

| Scan a specific port: $nmap [Target] -p [Specific Port]

| Command to find vulns: Snmap -v --script vuln [Target]




During a crisis, you never know what tools you will be using or where your work will
take you. Polarity’s Focus Mode feature lets team members tell Polarity a specific area
of the screen to analyze and then triggers searches and actions from there.

Feature/Use;

Gives analysts the power of Polarity’s real time optical character recognition with
control over where and when it is run. Maybe it's a specific operational vm/shell or
maybe it is a foreign social media website.

172.16.200.129 Q

_____________________________________ RERUEVEEN PH No Events Found

s, first seen 7 months ago by you in Wing

PT Resolutions: 7, Articles: 0, Certs: 0, Hashes: 0, Host Pai
Components: 0

yyz10505-in-f14.1e100.net Q
ERYFRIVFRRLN RES [#2096] Victoria Laptop Intrud
Slcelo IO PR EAEN PH No Events Found

Resolutions: 1, Articles: 0, Certs: 0, Hashes: 0, Host Pai
Components: 0

172.217.2.110 Q

ns: 1061, Articles: 0, Certs: 177, Hashes: 100C
Trackers: 297113, Components: 3930
| Py Pl Tank LSS

52.6.6.143 Q

c2-52-6-6-143.compute-1.amazonaws.com

. VA (United States

8] ASAMAZON-AES VTO /85

8.8.8.8:x ) AMAZON-AES RIQ ASN: 14618
8.0.8.0:= El
8.8.8.8:n 1 6 lookups, first seen 8 days ago by you in Windows PowerShell, last seen 8 day

9.9.8.8:% ago
6.6.0.0:%

PT Resolutions: 1, Articles: 0, Certs: 42, Hashes: 0, Host Pairs: 0, Projects: 0, Trackers:
0, Components: 4

52.5.201.192 Q

52-5-201-192.compute-1.amazonaws.com.

d State: IM [AS14618] ASAMAZON-AES

CERUNVRNE-EN PH No Events Found

> in Windows PowerShel, last seen 8

Resolutions: 9, Articles: 0, Certs: 13, Hashes: 0, Host Pairs: 0, Projects: 0, Trackers:
2, Components: 10

1
1
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1

192.168.199.137 Q

swers blog4 posts [

een 10 months ago by in Command Prompt, last seen 8

s: 24, Articles: 0, Certs: 0, Hashes: 0, Host Pairs: 0, Projects: 0, Trackers:
0, Components: 0

192.168.141.134 Q
8.8.1:5432
92.168 . 141.1:56654

ou in polarityserver-v2.3-vm - VMware

ns: 16, Articles: 0, Certs: 0, Hashes: 0, Host Pairs: 0, Projects: 0, Trackers:
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Challenge

Some missions require fast action with “guard rails” or an easy button. Polarity’s
integration framework supports action at the touch of a button.

Feature/Use: Actions

Polarity’s overlay window supports enabling action. That could be kicking off a scan,
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updating tasking, deconflicting an operation, submitting a report, or running a playbook.
Analysts and operators are presented with the most common, recommended, or critical
actions so executing them is near frictionless from wherever the mission takes them.

Phantom

0 Info

Name: 205.251.242.103
Status: This Entity does not exist in Phantom
Create Event in Phantom Dashboard |

0 Create Event and Run Playbook

Event Owner: | 3dmin v
Severity: Low l
Sensitivity: TLP:White v
Playbook: !Vmalicious_insider_containment

[ malware_hunt_and_contain
! phishme_email_investigate_and_respond

CEF Fields:

Create Event & Run

ThreatConnect
nfo Associations (4

orn: Polarity @

@ Indicator Analytics
T re: 201/1000
Lie————————]

hreat Assess Rating: 2.5
Threat Assess Confidence: 35.5

@ Details

12/04/2020 13:37:13
Last Modified: 10/14/2021 14:16:05
2ting: O R P R ® M Moderate
f e: 31 - Doubtful

@ Observations/False Positives
int: 0
int: 0
tF ted: 11/29/2021

Report False Positive
W Tags

(Covid19 x ) ( C&C Server x ) (APT33 x

Add Tag

@ Available Playbooks Run In Dashbc

¢ Archive.org Wayback Machine Query

www.threatconnect.com sales@threatconnect.com +1(800)9652708

ard @
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Challenge

Sometimes the artifact is right in front of you but it is not easy to spot. Analysts don't
always know when or what to look up so augmenting by bringing the data to them up-
levels anyone analyzing data.

Feature/Use: Polarity Highlights

Polarity uses software-based augmented reality techniques to highlight data in any
application. This enriches any user experience with data they care about or insights
that are critical to the mission. Even the most junior or fatigued analyst will have a
hard time missing the important information.

www.threatconnect.com sales@threatconnect.com +1(800)9652708
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Challenge

Traditional entity extraction or natural language processing is not flexible enough for
real work. There is always an artifact or indicator that does not fit the mold. Polarity
support recognition of any string.

Feature/Use: Entity Extraction

Although Polarity supports adding custom entity types with a regular expression,
Polarity goes beyond that and can actually recognize any string with proprietary entity
recognition techniques. Whether that is a string of bytes, a name in a foreign language,
or a malware signature, Polarity can recognize it when it matters.

www.threatconnect.com sales@threatconnect.com +1(800)9652708
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Challenge

It is sometimes difficult to understand the difference between senior and junior analyst
workflows. What causes some analysts to have different results than others.

Feature/Use: Analyst Tool Telemetry

Polarity’s analyst telemetry enables teams and leadership to understand the different
tools and workflows used across different members of a team. Leadership can get a
qualitative answer to what are the most common tools used by the team, where does
the team spend most of their time, and what are common/uncommon workflows
between tools.

www.threatconnect.com sales@threatconnect.com +1(800)9652708
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Challenge

The threshold of friction that users are willing to put up with is low. Add to that a
critical mission and you will have a very difficult time getting an analyst to adopt a new
tool or workflow. Polarity does not work against an analyst’'s workflow. Polarity works
on top of it with only a couple easy key strokes.

Feature/Use: Simple Short-Cut Keys

With less than an hour of instruction and a couple shortcut key sequences, analysts
will never work the same way again. Polarity reduces friction for analysts and
operators to search, take notes, or take action.

www.threatconnect.com sales@threatconnect.com +1(800)9652708



Different teams leverage
or have access to different
data

Enterprise Security Fea-
tures

Custom Development

Community

Support

Polarity supports role based access controls to
streamline deployment with security in mind.

Polarity supports SAML and other enterprise security
user configurations and deployment methodologies.

Polarity has a robust integration development frame-

work with over 175 integrations built to date. Polarity
has been optimized for you to easily add custom data
sources.

Polarity has thousands of users across enterprise and
government. Polarity has over 175 open source inte-
grations https://github.com/polarityio developed by
users, partners, and the Polarity team.

Polarity is consistently complimented on having the
best support of any vendor the customer has ever
worked with.

www.threatconnect.com sales@threatconnect.com +1(800)9652708



Deployment, maintenance,
and staff augmentation.

Programmatic Access
To Polarity Functionality/
Search

Polarity Search awareness
at any time

All investigations have
noise.

Although Polarity is easy to deploy and maintain, we
understand many organizations are short-handed so
Polarity has resources to support deployment, main-
tenance, and custom development if needed.

Polarity supports APl and web based access to Polar-
ity’s features that do not require the client software.
This means you can enable teams to search and lever-
age Polarity before the client software is installed. It
also opens the door for you to embed Polarity into oth-
er applications where appropriate.

Polarity enables users to not just get information
through our different recognition and on-demand
modes, but also enables users to just search for infor-
mation at any point through our web

Polarity has robust features to filter out noise or ignore

certain applications or windows.
Polarity
Would you like to add this to your ignore list?

Card closing in 5...

www.threatconnect.com sales@threatconnect.com +1(800)9652708
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