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Ground Truth Insights. Hundreds of Intel Sources. Unavailable Anywhere Else.
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None of us is as smart as all of us. The insights an analyst gets at another
company or organization can give advance warning of threats targeting you.
CAL captures billions of these insights, anonymizes them, and gives you the
benefit of experience gained by tens of thousands of analysts.
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False Positives

CAL can identify new and important areas of insight for your team that merit
deeper investigation. CAL combines large datasets and analytics to discover
actionable and timely insights for teams of all sizes and maturity levels.
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Prioritize loCs and Reduce Alert Fatigue with Indicator Reputation

CAL combines data about the disposition of billions of indicators gathered from various open and proprietary data sources
and analytics. This is distilled to a single score to clearly present the criticality of an IOC. CALs analytics also help you
maximize efficiency by identifying low- or no-priority IOCs.
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Faster Decisions Using Machine Learning

CALuses machine learning and other techniques to automatically classify every indicator that it collects, including

insights like:

¢ Suspicious Host Classification: |dentifies hosts that have + Malicious IP Resolution: Tracks indicators resolving to IP
resolved to known malicious IPs or have shown suspicious addresses known for hosting malware or phishing content.
activity patterns. + Frequency of Resolution: Detects hosts that rapidly resolve

to different IP addresses, which can be an indicator of

+ Dynamic DNS and Tor Exit Node Detection: Flags indicators malicious command and control (C2) infrastructures.

related to anonymization services, like dynamic DNS and Tor
+ Suspected DGA: The host may have been generated by

adomain generation algorithm (DGA), a tactic frequently
+ Cloud Infrastructure Detection: Distinguishes indicators employed by malicious actors to create multiple domains to
tied to cloud service providers like AWS, Google Cloud, leverage during cyber attacks.
or Azure to identify infrastructure that might be used for
hosting attacks.

nodes, that are often associated with malicious behaviors.

CAL™ Classifiers
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Automatic classifiers can inform whether to investigate, escalate, act, or deprioritize.
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CAL — Your Favorite Threat Intel Sources in One

CAL compiles data from hundreds of blogs, intel feeds, government bulletins, and other sources into a single dataset. All of
these indicators are made machine-readable and available to analysts through Polarity.

Intelligence not Available Anywhere Else

Multisourcing intelligence is valuable, but there can be alot of overlap across intelligence sources, so finding unique insights
can mean the difference between stopping a threat and having it lost in the noise. Because CALs data includes a mix of
proprietary and rare intelligence sources, you can almost guarantee that you'll find something rare and valuable.

Reach out to learn how CAL and Polarity by ThreatConnect can
make you and your team more effective, decisive, and collaborative.
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ThreatConnect enables threat intelligence operations, security operations, and cyber risk management teams to

work together for more effective, efficient, and collaborative cyber defense and protection. With ThreatConnect,
organizations infuse ML and Al-powered threat intel and cyber risk quantification into their work, allowing them to
orchestrate and automate processes to get the necessary insights and respond faster and more confidently than ever
before. Over 250 enterprises and thousands of security professionals rely on ThreatConnect every day to protect their
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organizations’ most critical assets. Learn more at RO 08
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