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Why are standardized threat 
ratings & confidence levels 
important?

A Confidence Rating can be  
assigned to threat intelligence  
using factors like: 

1. Has it been confirmed by independent 
sources or first-hand analysis?

2. Is it plausible and logical? Taken by itself, 
does it make sense?

3. Is it corroborated by, or consistent with, 
other available information?

In ThreatConnect, a severity  
rating can be assigned to any piece 
of intel, taking into account:

1. Capability (skills and resources)  
of the adversary/threat

2. Determination (focus and  
persistence) of the adversary/threat

3. Progression of the event/incident 
(phase in the Cyber Kill Chain)

In order to achieve effective threat intelligence use, sharing, and collaboration, there needs to be 

a common vocabulary and a standard way to rate threat intel. The ThreatConnect TI Ops Platform 

leverages built-in Threat and Confidence Ratings. The result is that false positives are being minimized, 

analysts are all operating efficiently, and collaboration is working effectively. This gives the defenders 

the upper hand over the adversaries.

Rating Threat Intelligence in the 
ThreatConnect TI Ops Platform
Reduce false positives and achieve consistent  
collaboration and communication about threats


